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ABSTRACT
In addition to the ubiquitous text password a great variety of
other authentication schemes have been proposed. Yet, only
very few of the alternatives find their way to practical application. It has been proposed to support decision makers
when choosing the most suitable scheme for their application
scenario, thereby fostering the adoption of alternatives. In
this paper we present ACCESSv2, a collaborative authentication research and decision support platform. It comprises
three modules: (1) an information module, which holds and
enables access to systematised information about available
authentication schemes, (2) a decision support module, that
helps decision makers and developers to choose the most
suitable scheme for their application scenario, and (3) a collaboration module, which allows experts to contribute to the
information module’s knowledge base.

1.

INTRODUCTION

Despite a unanimous desire by researchers, users, developers and decision makers alike to replace the text password, it
remains prevalent [3]. According to Renaud et al. [5] one of
the reasons for this conundrum is that decision makers feel
overwhelmed when confronted with the plethora of available
alternatives. As a consequence, alternatives to text passwords have no chance of being used in practice. To address
this issue, Renaud et al. [5] proposed the ACCESS (Authentication ChoiCE Support System) framework. In previous
work [4], we presented the first concrete prototype implementation of ACCESS: we built a knowledge base from the
results of a literature review, introduced a technique for decision makers to specify their requirements effortlessly, and
described the realisation of ACCESS’s feasibility analysis
using an adapted Analytic Hierarchy Process (AHP).

(1) an information module, which holds and enables access
to the information about available authentication schemes,
(2) a decision support module, which helps decision makers and developers to choose the most suitable scheme for
their application scenario, and (3) a collaboration module,
which allows anyone to contribute to the information module’s knowledge base. In the remainder of this paper, we
describe ACCESSv2 and each of its three modules.

2.

THE ACCESSV2 PLATFORM

ACCESSv2 is a collaborative authentication research and
decision support platform. Its goals are threefold:
G1: Offer a systematic way to access information about
available authentication schemes.
G2: Enable non-authentication experts like decision makers or developers to choose suitable authentication schemes.
G3: Enable collaboration through discussions and the suggestion of additions or updates to the information available on the platform.
Each of these goals is implemented in a dedicated module
(see Figure 1). All of ACCESSv2’s modules were developed
according to the User-Centred Design approach [2]. Thus,
during development potential users were asked to perform
tasks on the platform and give feedback on its current state.
These feedback sessions were held in an informal setting and
the think-aloud technique was used. This helped to improve
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In this work we present ACCESSv2, the full realisation of
our vision outlined in [4]: a collaborative authentication
research and decision support platform, where authentication experts can add their knowledge, challenge standing
assessments of the reviewed literature, and add further authentication schemes. ACCESSv2 provides three modules:
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Figure 1: ACCESSv2 and its three modules.

