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Abstract

Security systems and security education programs cannot be
assumed to work equally well for all users, who may have
different demographics, security knowledge, and dispositions.
In this study, we investigated how perceived password security
management (PPSM) is impacted by individual differences
such as gender, age, education, security knowledge, and
personality. We surveyed 102 participants about their PPSM
in relation to their gender, age, security knowledge, and
personality traits. We found that PPSM in younger individuals,
those with less security knowledge, and those with certain
personality traits such as neuroticism may contribute to
increased security vulnerability.

1 Introduction

Security failures may not only be due to the user’s actions or
the poor usability of security systems, but rather due to the
assumption that the same security system and education will
work equally well for everyone. Every user is different, and
their individual differences may influence how they perceive
password management tasks. The way the task of password
management is perceived can impact security behaviours [16],
therefore it is important to identify vulnerable groups to create
targeted solutions. We define perceived password security
management (PPSM) as how users assess their own password
management habits, including how much effort they put into
the task of managing passwords, and how successful they
think they are [24].
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Our study explored whether relationships exist between
individual traits and PPSM. Personality traits, specifically the
Five Factor Model, have been associated with broader security
behaviours, such as workplace security compliance [12,
13], and phishing vulnerability [9]. Demographic traits
also have been associated with security behaviours [7],
and most of these traits are easily identifiable by the
user themselves or by others. However, little work has
examined password management practices and their relation
to individual differences.

We were interested in how different users perceive
their own security management practices and risks to
identify vulnerable user groups for further work on targeted
security solutions. We identified some relationships between
individual traits and security management behaviours, but
our results suggest that personality traits may not be a strong
indicator of success in password management.

2 Background

The way users perceive the importance of security and their
security-related skills can impact their security behaviours.
Gratian et al. looked at how individual characteristics
correlated to security behaviour intentions [7]. They found
that individual differences accounted for between 5% to 23%
of security behavioural intention variance in participants
[7]. Individuals who are more conscientious, agreeable, and
emotionally stable tend to be more risk-averse, compliant
with security policies, and take security more seriously [12].
In contrast, users who are more open and extroverted were
observed to be less compliant with security policies, and took
more security-related risks if they had benefits [12].
Security systems are often built for average users.
Unfortunately, most users are not "average" users, and systems
need to consider individual differences to be effective [5].
Egelman and Peer argued that secure decisions are more likely
to be made if the security messages and user interfaces are
targeted at individual traits, instead of for the average user [5].
One approach to individualizing security is to personalize



security education [3]. The mismatch between current
security education and the user’s understanding of security
can be reduced by adapting security education to the user’s
needs [3]. This is important, considering that the perceived
threat of attacks, perceived effectiveness of passwords, and
password self-efficacy impact a user’s intent to comply with
security guidelines [16].

Users with more confidence in their ability to stay secure
have been shown to behave more securely [27]. These
individuals are more likely to implement security patches,
follow security guidelines, and adopt recommended security
applications [27].

Users perceive security risks and actions to address risks
differently, and previous research has recommended that
targeted methods for improving security perceptions and
behaviours be implemented. However, identifying which
types of users are more prone to different perceptions

of security, and suggesting targeted solutions is lacking.

In this study, we build upon previous research by
identifying individual traits which can impact perceptions
of security management, and suggesting targeted security
recommendations.

2.1 The Five Factor Model of Personality

The Five Factor Model (FFM, also called the Big Five Model)
is the most prevalent model of personality, and describes five
factors which cover most personality traits [15]. The FFM
has been proven to be reliable and valid [14], and related to
broader security behaviours [12], making it a suitable measure
of personality for this study .

The five personality traits identified are:
Openness: High intellect, imaginative, and is open to new
experiences.
Conscientiousness: Reliable, organized, and plans out
actions.
Extraversion: Sociable, dominating, has a positive affect,
and energetic.
Agreeableness: Altruistic, warm, kind, and nurturing.
Neuroticism: Negative affect, prone to quick mood changes,
and less emotionally stable [15]. The opposite of Neuroticism
is known as "Emotional Stability."

3 Study

We surveyed participants on their self-reported perceived

password security management, and compared these results to

their demographics (age, gender, and security knowledge) and

FFM scores to see how individual differences impact PPSM.
There were three main parts to our survey:

1. Demographics: This section included questions about
age, gender identity, and self-reported computer security
knowledge.

2. Perceived Security Management survey: To measure
perceived password security management, we used the
Perceived Security Management section of Stobert and
Biddle’s Password Life Cycle survey [23] and adapted
it to fit the purpose of this study. This survey used Likert
scale questions, where participants rated responses from
1 (Never/Strongly Disagree) to 5 (Always/Strongly
Agree).

3. International Personality Item Pool Sample 50 Item
(IPIP-50) survey: The final section of our survey
was a commonly used personality survey which is
used to assess participants’ Five Factor scores [19].
This survey used Likert scale questions, rating from
1 (Very Inaccurate) to 5 (Very Accurate). Participants’
personality traits were scored according to the IPIP-50
guidelines [19]. An individual’s FFM scores are
assessed by taking a personality survey, and the results
are calculated to create a measure of how the user scored
in each personality trait.

This study was approved by Carleton University Research
Ethics Board. In total, it took participants around 15 minutes
to complete the survey. Participants were paid USD $2.00.

3.1 Participants

We recruited 102 participants through Prolific.co.
Participants had to be over 18, English-speaking, and have
experience using computers. The demographics of Prolific
users are not well-studied, but it has been shown to provide
more reliable and honest responses compared to MTurk [18].

Most participants claimed to know a bit about computer
security. For this study, we looked at the general population
and their level of computer security knowledge, not at experts.

We had an almost even split between male (49%) and
female (51%) participants. Most participants were young,
with 81% being under 40 years old. Participants were
from a variety of educational and occupational backgrounds.
English was the most commonly spoken mother tongue (66%),
followed by Portuguese (8%).

We calculated participants’ FFM personality scores.
The mean score (out of 50) for Openness was 36.8,
Conscientiousness was 33.9, Extroversion was 26.7,
Agreeableness was 38.2, and Neuroticism was 30.8. Our
participants’ FFM scores were similar to previously-observed
FFM patterns [6]. There was some collinearity between
individual traits and personality scores, such as women
being more agreeable (r;(100) = 0.212,p = 0.033),
men being more knowledgeable about security
(rs(100) = —0.209,p = 0.035), and conscientiousness
and openness being correlated (r;(100) = 0.327, p = 0.001).
However, this collinearity is normal, and commonly seen in
population distributions [12].
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Table 1: Summary of Identified Factors

Factor Name Variance Explained Number of Items  Loadings
1. Difficulties with password management 21.55% 3 0.69 - 0.85
2. Self-evaluation of password management 10.73% 2 0.76 - 0.77
3. Security attention budgeting 9.75% 3 0.56 - 0.63
4. Perceived need for security 6.19% 1 0.96
5. Evaluation of vulnerability 4.94% 1 0.71

3.2 Analysis

We first ran an exploratory factor analysis (EFA) to identify
the different aspects of PPSM. We used a promax rotation and
the principal axis factoring method. We only included items
with factor loadings above 0.55, as per the recommendation
for our sample size [8]. After the factors were identified,
we created factor scores for each factor using the regression
method.

We ran a Shapiro-Wilk test for normality for the individual
traits to assess which correlation method we should use. Since
our sample was not normally distributed, we ran a Spearman
correlation between the PPSM factor scores and the individual

traits of personality, age, gender, and security knowledge.

Correlation does not imply causation, but a correlation
analysis is helpful for exploring relationships between
concepts, and for understanding Likert scale data [17].

4 Results

The exploratory factor analysis identified five factors from

our PPSM survey which accounted for 53.16% of variance.

Table | summarizes the factors.

Factor scores were created from the factors, and a Spearman
correlation was used to identify relationships between the
five factors within PPSM, and the individual traits of age,
gender, security knowledge, and personality. Our analysis
was intended to explore the relationship between the PPSM
factors and individual traits. The correlations highlighted here
are intended to serve as a basis for future a priori hypothesis
testing [4].

Factor 1 (Difficulties with password management):
Those with more self-reported security knowledge were
less likely to find password management to be a difficult
task (7,(100) = —0.375,p < 0.001), and individuals scoring
higher on the Neuroticism trait were more likely to report
difficulties with password management (r;(100) =0.217,p =
0.029).

Factor 2 (Self-evaluation of password management):
We found that those with more security knowledge (r;(100) =
0.261,p = 0.008), those who are more conscientious
(rs(100) = 0.305, p = 0.002), and those who are more open

(rs(100) = 0.198, p = 0.049) were more likely to agree that
they are doing a good job with keeping their accounts secure.

Factor 3 (Security attention budgeting): This factor
refers to the ability to budget the level of attention given
to different accounts based on their importance. Individuals
who were more agreeable reported more security attention
budgeting (r5(100) = 0.278, p = 0.005), in addition to those
who are more open (r;(100) = 0.318, p = 0.001).

Factor 4 (Perceived need for security): Conscientious
individuals were more likely to believe there is a greater need
for security (r;(100) = —0.236, p = 0.017), whereas those
who are more neurotic were less likely to believe security is
important (r;(100) = 0.207, p = 0.036).

Factor 5 (Evaluation of vulnerability): Individuals who
are younger felt less at-risk for security attacks (r;(100) =
—0.215, p = 0.030), which is factor 5 in the model.

We did not find any significant results for gender or
extroversion.

5 Discussion

We found significant correlations between individual traits
and aspects of self-reported PPSM. Age, self-reported
security knowledge, and some personality traits had stronger
relationships to perceived security management.

Individuals with more security knowledge were not as
burdened by password management, and were more likely to
think they were keeping their accounts secure compared to
other groups. This fits in with previous research, showing that
security experts often display more secure behaviours, and
have a better understanding of how to behave securely [10].

We found that gender had no significant relationships with
any of the perceived security management factors, contrary to
previous research which found that women tend to have less
security self-efficacy and show less secure behaviours [2].
We found that men tend to report having higher security
knowledge than women, so it could be that security knowledge
(or belief in one’s security abilities), and not gender, explains
these differences in security perceptions between women and
men.



We found that younger individuals felt less threatened by
security attacks than older individuals. This finding fits with
previous literature indicating that younger individuals are

more likely to engage in riskier security behaviours [21].

Additionally, older individuals may have more valuable online
accounts, such as bank accounts, which may make them feel
more threatened by attacks.

Those who are more agreeable and conscientious are more
likely to have respect for rules and policies, and therefore
more likely to follow them [22]. We found this finding in our
results.

However, the results for extroversion, openness, and
neuroticism are less clear. Previous research has found that
extroverts and open individuals are less likely to perceive
security as important [12]. However, our study found that
extroversion is not significantly associated with any factors,
and the results for openness may indicate they take security
seriously, contrary to the previous research. Additionally,
previous research found that individuals who are more
neurotic are more likely to take security seriously [12], but
our study found that neurotic individuals have more trouble
with security and did not find security to be important.

A possible explanation for the differences in the results for
personality between our study and Johnston et al.’s study is
that Johnston et al. grouped the FFM traits into meta-traits,
so conscientiousness, agreeableness, and emotional stability
became the meta-trait of stability, and openness and
extroversion became plasticity, whereas our study looked
at each personality trait individually. Additionally, Johnston
et al. studied employees and their security perceptions and
behaviours, whereas we looked at the general population.

5.1 Targeted Security Recommendations

Based on our findings, we have created security
recommendations based on each identified factor within
PPSM.

Factor 1 (Difficulties with password management):
Users who struggle with password management, such as those
scoring higher on the Neuroticism trait, may benefit from
advice on abstract ideas about what makes a good password
and how to keep passwords secure [1], rather than focusing
on password policies and password characters [26]. User
interface elements, such as password meters, can help users
who are struggling come up with more secure passwords
[25]. Additionally, introducing password managers to those
struggling with password management can provide a secure
and usable method of keeping passwords secure.

Factor 2 (Self-evaluation of password management):
Those who believe they are doing a good job with password
management, such as those with more security knowledge,
and those who are more conscientious, can still improve

their security behaviours by keeping up to date on security
recommendations and education.

Factor 3 (Security attention budgeting): Users who
struggle with budgeting their attention across accounts should
receive more guidance on how to assess the value of various
accounts. Many users’ mental models of valuable accounts
often do not fit with those of security experts, therefore more
education on budgeting is important for those who struggle
with this [26].

Factor 4 (Perceived need for security) and Factor 5
(Evaluation of risk): For individuals who do not believe
they are vulnerable or attacks and/or do not believe security
is important, such as younger individuals, and those who
are more neurotic, education focusing on understanding
threats can be beneficial [11,26]. For instance, understanding
the different types of password attacks and the dangers
of password reuse may change mental models of security.
Security-related fear appeals, such as emphasizing the severity
of a threat, or a user’s likelihood of vulnerability, have also
been shown to be effective in improving security mental
models [11].

5.2 The FFM and Security Management

Although we identified a few correlations between individual
traits and perceived password management, the pattern
of findings in our study was unclear, especially for the
personality traits. The FFM is an extensively validated model
of personality that is prevalent in the field of personality
psychology. These traits have been shown to correlate to
security rule breaking and risk aversion [12]. However, our
results suggest that there is no strong relationship between the
personality traits in the FFM and users’ perceived password
management.

While personality measurement is well-established, the
measurement of perceived security management is less
standardized. Although successfully used in a previous study,
the life cycle questionnaire [24] may not be effective at
assessing perceived security management to a degree of
granularity that is needed to distinguish differences based
on personality management.

Measuring perceived security management is inherently
difficult. Users do not get substantial feedback about the
effectiveness of their security behaviours, and may form
inaccurate impressions based on coincidence. Additionally,
users typically have little expertise in security, and may
not understand how their actions do (and do not) affect
their security outcomes. Finally, all humans are prone to
the fundamental attribution error [20], which leads them
to self-credit their successes while blaming their failures
on outside events. Another possibility is that the lack of
differences points to a floor effect - the password management



task is so difficult that all users report difficulties, regardless
of personality type.

6 Conclusion

The traditional "one size fits all" approaches to security do not
equally benefit everyone, and more attention could be paid
on providing targeted help to different groups with different
vulnerabilities. We found that individuals with less security
knowledge, those who are younger, and/or those who score
higher on the Neuroticism trait may be more vulnerable to
security failures.

The results of our study suggest that the FFM may not
have significant explanatory power for analysing perceived
password security management at this time. One possibility
is that other individual traits might contribute more, and we
suggest that further work is needed to investigate this space
and validate the relationships between security and individual
traits and the interventions we suggest.
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Appendix A: Survey Questions

Demographics

1. My gender is:

(a) Male
(b) Female
(c) Other

2. My age is:

(a) Under 20
(b) 21-30
(c) 31-40
(d) 41-50
(e) 51-60
(f) 60+

3. What is your mother tongue/first language?
4. What is your highest level of completed education?

(a) High school

(b) Trade school or apprenticeship
(¢) Community College

(d) Undergraduate degree

(e) Graduate or Professional degree

5. (If Q4 c, d, or e are answered, this questions is shown)

What is/was your field of study?
6. What is your occupation?
7. How knowledgeable are you about computers?

(a) Not at all
(b) Somewhat

(c) Very knowledgeable

8. How knowledgeable are you about computer security?

(a) Not at all
(b) Somewhat

(c) Very knowledgeable



Perceived Password Security 9. Keeping track of my passwords is difficult.

On a scale from 1 to 5, where 1 is never and 5 is always,

please rate your agreement with the following statements: 10. I give some accounts more “security attention” than

others.
1. T think that I am doing a good job protecting my
accounts. 11. It is hard to decide where to focus my “security
2. I am aware that I could do more do protect my accounts. attention™.
3. T'am doing my best to protect my accounts. 12. My “security attention” is limited.

4. 1do not have time to pay attention to security. ) )
13. Some accounts deserve more “security attention” than

5. T do not feel that my accounts are likely to be attacked. others.
6. I do not know whom to trust for security advice.

7. 1do not know where to look for help with passwords and Five Factor Personality Survey

security.
We used the International Personality Item Pool Sample

8. Thave a standard person that I ask for help with computer 50-Item survey (IPIP-50), which can be found at https:
security problems. //ipip.ori.org/new_ipip-50-item-scale.htm.


https://ipip.ori.org/new_ipip-50-item-scale.htm
https://ipip.ori.org/new_ipip-50-item-scale.htm
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